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Common Identities across the VO 

• VAO Single Sign-on follows on work in NVO 
– Manage users logins so they can access 

proprietary data across multiple archives 

– Work with both public and private data together 
with the same VO tools.   

– Portals use a plug-in to login NVO users 
 Currently support the NOAO Data portal, the DES portal, 

and our own Identity portal 

– NVO service based on pubcookie 
 While pubcookie was open-source, it was not based on 

an open standard 

 VAO:  migrate to OpenID 
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Common Identities with OpenID 

• OpenID provides interoperability with the IT world 
– A portal can choose to accept Google logins or VAO 

logins 

– A user can log into non-VO sites with their VAO login.  

 

• VAO OpenIDs provides added features for Portal: 
– can retrieve X509 certificate on user’s behalf 

– can retrieve metadata about user (with permission) 

 Real name, institution, country of residence, phone number 

– can get added assurances about user’s identity 
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Status 

• OpenID-based services undergoing testing 
– For fall release 

– Includes tools for managing identity (user metadata, permissions) 

– Registration, Forgot password?, Forgot login?... 

– Download certs 

• Developed toolkit for Portals 
– For plugging in support for VAO OpenID logins 

– Multi-language/framework 
 Java/servlet 

 Python module 

 Command line tool  

• For plugging into arbitrary CGI script 

 Possible others:  php, .NET 

• Usage 
– VAO:  New Registry Publishing Interface 

– Will migrate NOAO, DES 

– Other archives/portals encouraged to participate 
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Opportunities for Interoperability 

• Trusted VO OpenID providers 
– Other VO projects that maintain user identities 

could offer OpenID authentication 

– We could trust each others providers 

– Provide common user metadata 

– Share trusted identity assertions 

 Verification of user’s identity 

 “This user has a Grid Canada Identity” 

 “This user has observed on NOAO facilities” 

– Authorization groups 
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Authorization Groups 

• Collaborative Access 
– CADC transfer stats illustrate that authorization 

groups are important to astronomers. 

– Can we share group information (with permission)? 

– Is there a role we can play to help users maintain 
group memberships?   

– How should that connect with resource-specific 
permssions? 
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OAuth:  restricted access 

• VAO VOSpace (Dmitry Mishin) 
– Supports OAuth as an authorization mechanism 
– Integrates easily with OpenID 
– Also widely supported 

• Some advantages 
– With our model use of X.509 certs, portal can do anything 

the user can do for the life of the cert. 
 We will have a mechanism for discouraging passing a cert to an 

“untrusted” portal. 

– OAuth allows to delegate authorization for a very specific 
action at a specific site 
 “Access these files from this site” 

• Are there use cases where this would be a preferred 
mode? 
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