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Single Sign On today
No authentication required. 
HTTP Basic Authentication. (RFC7235 updating RFC2617) 
Transport Layer Security (TLS) with passwords. (RFC5246) 
Transport Layer Security (TLS) with client certificates. (RFC5246 & RFC6818) 
Cookies. (RFC6265) 
Open Authentication Authorization (OAuth2). (RFC6749) 
Security Assertion Markup Language (SAML). (saml-core-2.0-os OASIS standard) 
OpenID. (OpenID Foundation standards) 

IVOA service providers exposing secured services register in the IVOA registry metadata 
expressing conformance to one or more of the authentication mechanisms approved in the 

IVOA SSO profile using the securityMethod
element.

(“the dream of SSO-1.0 was that everyone had a personal client certificate from a trusted CA”) 
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SSO Today

Only the security method is not enough
“We can only expect clients (TOPCAT, pyVO, . . .) to support 
auth if it’s halfway clear what they need to implement” 
Markus 2019
Various Proposal and Ideas and implementations

https://wiki.ivoa.net/internal/IVOA/InterOpOct2019DAL/authlesso
ns.pdf
https://wiki.ivoa.net/internal/IVOA/InterOpMay2020GWS/auth-
reqs-strawman.pdf
https://wiki.ivoa.net/internal/IVOA/InterOpNov2020GWS/TokensFo
rCLI.pdf
https://wiki.ivoa.net/internal/IVOA/InterOpMay2020GWS/SSO_ses
sion_intro.pdf
https://wiki.ivoa.net/internal/IVOA/InterOpMay2019GWS/Access_
Control_with_All_the_Protocols.pdf
https://wiki.ivoa.net/internal/IVOA/InterOpNov2020GWS/auth.pdf
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https://wiki.ivoa.net/internal/IVOA/InterOpOct2019DAL/authlessons.pdf
https://wiki.ivoa.net/internal/IVOA/InterOpMay2020GWS/auth-reqs-strawman.pdf
https://wiki.ivoa.net/internal/IVOA/InterOpNov2020GWS/TokensForCLI.pdf
https://wiki.ivoa.net/internal/IVOA/InterOpMay2020GWS/SSO_session_intro.pdf
https://wiki.ivoa.net/internal/IVOA/InterOpMay2019GWS/Access_Control_with_All_the_Protocols.pdf
https://wiki.ivoa.net/internal/IVOA/InterOpNov2020GWS/auth.pdf
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What is missing?

“How does a service tell users (client software) 
how and where to log in?”

“Explain how to use SSO the security methods”

VOSI-Capability style or challenge using HTTP 
Header?
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<securityMethod standardID="ivo://ivoa.net/sso#RFC6750"> 
<tokenGetter type="userpass">https://<cadc>/anywhere/login </tokenGetter>

</securityMethod>
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CADC proposal 
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CADC proposal 
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CADC proposal 
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<securityMethod standardID="ivo://ivoa.net/sso#oauth"> 
<AccessURL use=”base”>https://<cadc>/anywhere/login </AccessURL>

</securityMethod>

maybe 

<AccessURL use=”token”>
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Mark Client proposal
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Mark…again
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Brian Today
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What do we need?

Technically
Review each of the SecurityMethods and identify and 
standardize “how/where” (extensions!!!!)
Define a standard challenge
Implement a Token method

In practice: 
A team of experts that works on the new standard for a 
few months (target next Interop)
Involve Apps and SciPlats
A meeting each month Jun, Jul, Sept
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